
1. Insecure Transmission of Password: Open 
Step #1:A user navigates to the change password page of the application at URL: 

http://sgov.stlindia.com/staging1/civil_work_test/my-account ,enters the credentials and click’s the 

add button as shown below: 

 

Step #2: A malicious user present in the same network captures the request using an http interceptor 

and observes that the application is transmitting the password in the clear text format as shown 

below: 

 

  

http://sgov.stlindia.com/staging1/civil_work_test/my-account


2.Business Rule Bypass: 
Step #1: A malicious admin user logs into the application and navigates to the ‘Add project setup’ page  

at the URL: http://sgov.stlindia.com/staging1/civil_work_test/admin-project-setup then clicks on edit 

option for updating the  add project setup entered all the required fields and commencement date 

set as the past date  and then clicks on ‘Update’ button  as shown below: 

 

Step #2:Data Saved successfully. 

 

  

http://sgov.stlindia.com/staging1/civil_work_test/admin-project-setup


3.Improper Session Time Out: 
Step #1: 

 

Step #2: 

 

 



4. Improper Erroe Handling: 

 

 

 

 

 

 

 

 

5. Internal Path Disclosure: 
It can be observed that from the error page of the response the ‘controllers/Services.php’ is disclosed 

as shown below: 



 

 

 

  



6. Session Fixation: Open 
Pre and Post Session ID are Same. 

Step #1: An attacker navigates to the application login page at the URL: 

http://sgov.stlindia.com/staging1/civil_work_test/login and refresh the URL as shown below:      

 

The login page is refreshed, and the request is captured in an HTTP interceptor. The attacker copies 

the pre-authenticated session-id as shown below. 

Pre Session ID  

 

  

http://sgov.stlindia.com/staging1/civil_work_test/login


Then the victim navigates to the internal page as shown below: 

 

: Attacker capture the request and observed that same Session iD is travelling in the request as 

shown below: 

Post Session ID 

 

 

 

 



At the same time, the attacker navigates to the application login page from incognito browser as 

shown below. 

 

The login page is refreshed, and the request is captured in an HTTP interceptor. 

Original Request: The request contains the new session-id and the URL (indexpage.jsp) for the login 

page as shown below. 

 

Modified request with session ID 



 

 

 


