1. Insecure Transmission of Password: Open
Step #1:A user navigates to the change password page of the application at URL:
http://sgov.stlindia.com/staging1/civil work test/my-account ,enters the credentials and click’s the
add button as shown below:

@ Civil Work, Government of Odist X =+ [-]

&« C A Notsecure | sgov.stiindia.com o % N A &

Change Password
The confrim password field is required,

old Password

New Password

Confirm Password

Step #2: A malicious user present in the same network captures the request using an http interceptor
and observes that the application is transmitting the password in the clear text format as shown
below:

Burp Suite Professional v2021.5.3 - kerala - licensed to goagle - X
Burp Project Intruder Repeater Window Help
Dashboard ~ Target  Proxy Intruder ~ Repeater  Sequencer  Decoder  Comparer  logger  Extender  Project options  User options

Intercept  HTTP history ~ WebSockets history ~ Options

/ Request to http://sgov.stlindia.com:80 [103.92.47.130]

‘ Forward H Drop ‘l Action H Open Browser

Pretty [REI \n  Actions v

21

22 ADMIN

23 ------ WebKitFormBoundarybDdS JnHUBB7BV1B1

24 Content-Disposition: form-data; name="hid_password"

25

26 37698b852c64613e2ebdb24942d15891ae667966478948ccdccOc 99717 feB88d0638662bd938d0c914005198F c F2cfeel78addfOd8767212d84F 91d384dee26c0
27 ------ WebKitFormBoundarybDdS JnHUBB7BV1B1

28 Content-Disposition: form-data, name="hid_old password"

29

30 vaRabaadl95087ebebfa5a93e5374e5cf9e439d19d7976c6273c2f757267ale50b1338a38abR96176925 deSedBA1a578b88927e6a8a6641eb21441ab19b8%ef7
31 ------ WebKitFormBoundarybDdS InHUBB7BVIB1

32 Content-Disposition: form-data; name="csrf_cp_token"

33

34 c82d9fedsdebl6ffac829449dfa7cf528eba904f

35 ------ WebKi tFormBoundarybDdS JnHUBB7BV1B1

36 Content-Disposition: form-data; name="txt_old_password"

37

38 password

39 ------ WebKitFormBoundarybDdS JnHUBB7BV1B1

40 Content-Disposition: form-data; name="txt_new_password"”

a1

42 Pallavi@123

43 ------ WebKitFormBoundarybDdS JnHUBB7BV1B1

44 Content-Disposition: form-data; name="txt_confrim_password"
45

46 Pallavi@123

47 ------ WebKitFormBoundarybDd5 InHUBB7BVIRL - -

a8 o
@@‘i”i“‘fﬂ’—l 0 matches

€
woadsNl | |



http://sgov.stlindia.com/staging1/civil_work_test/my-account

2.Business Rule Bypass:

Step #1: A malicious admin user logs into the application and navigates to the ‘Add project setup’ page
at the URL: http://sgov.stlindia.com/staging1/civil work test/admin-project-setup then clicks on edit

option for updating the add project setup entered all the required fields and commencement date
set as the past date and then clicks on ‘Update’ button as shown below:

@ Civil Work, Government of Odism X 4

<« C A Notsecure | sgov.stlindia.com

Block/ULB Gram Panchayat/Ward

Village

‘ JUJOMURA v‘ ‘ KUKUDAPALI

v‘ ‘ Dumerpali

Project Name

‘ CONS. OF C.C. AT DUMERPALI

Project Type* Sponsored Office”

Executing Agency

Financial Year

‘ COMUNITY CENTER v‘ ‘ Planning & Convenrgen v‘ ‘ BDO Jujomura

v‘ ‘E 216-17 |

Scheme Estimation Cost(In Lakhs)

Exp. Date of Completion

Assigned JE/AE

‘ ath SFC v‘ ‘ 0.800

‘ ‘E 22-05-2021

‘ ‘ CHIRANJIB K NATH, GP v‘

Percentage of Completion Project Status*

Remarks

Case Record No

‘wn ‘ ‘ Not Approved

V‘ ‘ NOT STARTED

‘ ‘ 35677 ‘

Sanction Order No Sanction Order Date

Case Opening Date

Commencement Date

‘ 6765332 ‘ ‘ B | 12-01-202

‘ ‘ =] ‘ 12-01-2022

‘ ‘E 12-01-2022 |

Completion Date Latitude

Longitude

UC Status

‘ 8 | 27122021 ‘ 6

| [

| [ ”]

Balance UC Project Handover

Is Functional

Stipulated Date

= [ [

o e

*" ‘Q 29-12-2021 |

Is Important Project

Step #2:Data Saved successfully.

A Update SRS

@ Civil Work Government of Odis® X 4

&« C A Notsecure | sgov.stlindia.com

Data

Operation success

Burp Suite Professional v2021.5.3 - kerala - licensed to
google



http://sgov.stlindia.com/staging1/civil_work_test/admin-project-setup

3.Improper Session Time Out:
Step #1:

@ Civil Work, Government of Odis" X + ° - X
<« C A Notsecure | sgov.stlindi; staging 1/civil_work_1 Dashboard w W A &
”‘ ADMIN

Dashboard # Home - & Dashboard

27

Department

@ Dashboard

More info @ More info ©® Moreinfo &

Copyright © 2020-2021 Project Monitoring System,District Collector of Sambalpur Al rights reserved.

£ Type here to search

Step #2:

@ Civil Work Government of Odish X =+ o - X
& C A Notsecure | sgov.stlindia.com/staging1/civil_work_test/adminDashboard % ® A &
[

Dashboard @ Home - @ Dashhoard

ADMIN

27

Online

Department
@ Dashboard

More info @ More info© More info @

Copyright © 2020-2021 Project Monitoring System, District Collector of Sambalpur Al rights reserved

Ml © Type here to search




4. Improper Erroe Handling:

Burp Suite Professional v2021.5.3 - Terporary Project - licensed to google
Burp Project Intruder Repeater Window Help
Dashboard ~ Target ~ Proxy Intruder  Repeater ~ Sequencer  Decoder  Comparer  Logger  Extender  Project options  User options

1% 2x 3x 4x §x

Target: http://sgov.stlindia.com / ®

= n =
Request Response m =
Pretty JGEITJ \n Actions v Raw Render \n Actions v =

w
1 OPTIONS /stagingl/civil work test//service/operation_change_password HTTP/1.1 18 :
2 Host: sgov.stlindia.com 19 <h4> o
3 Content-length: 1200 A PHP Error was encountered 6'
4 Accept: */* </hd> =

20

5 X-Requested-With: XMLHttpRequest

6 User-Agent: Mozilla/5.8 (Windows NT 18.0; Win64; x64) AppleWebKit/537.36 (KHTML, 2L <>
like Gecko) Chrome/91.0.4472.101 Safari/537.36 Severity: Notice
7 Content-Type: multipart/form-data; </p>
boundary=----WebKitFormBoundaryBlOf tFA6WbVX83Tx 22 «<p>
8 Origin: http://sgov.stlindia.com Message: Undefined index: csrf_cp_token
</p>

9 Referer: http://sgov.stlindia.com/stagingl/civil_work_test/my-account

10 Accept-Encoding: gzip, deflate PEN
11 Accept-Language: en-US,en;q=0.9 Filename:| controllers/Service.php

12 Cookie: ci_session_ipr=rtbppc3i24vtltvbomdqpcgbobbdi3ra </p>

13 Connection: close 24 | <p>

14 Line Number: 329

15 —----- WebKitFormBoundaryBlOftF46WbVx83 Tx </p>

16 Content-Disposition: form-data; name="hid_user_code_cp” 25

17 26

18 3592582 27 <p>

19 ------ WebKitFormBounda ryBlOftF46WbVX83Tx Backtrace:

20 Content-Disposition: form-data; name="hid_user_name" </p>

21 28

22 ADMIN 29

23 ------ WebKitFormBounda ryBlOFtFA6WbVX83Tx 30

®@‘(—”—)H Search... ‘ 0 matches ®{§}‘(—H—)H Searc ‘ 0 matches

1,383 bytes | 132 millis

Done

H £ Type here to search

@ 404 Page Not Found x 4+

€« C A Notsecure | sgov.stiindia.com/staging 1/civil_work test/index

404 Page Not Found

The page you requested was not found

5. Internal Path Disclosure:
It can be observed that from the error page of the response the ‘controllers/Services.php’ is disclosed

as shown below:



urp Suite Professional v2021.5.3 - Temporary Project - licensed to google

Burp Project Intruder Repeater Window Help

1 OPTIONS /stagingl/civil_work_test//service/operation_change password HTTP/1.1

2 Host: sgov.stlindia.com

3 Content-Length: 1200

4 Accept: */*

5 X-Requested-With: XMLHttpRequest

6 User-Agent: Mozilla/5.0 (Windows NT 16.0; Win6d; x64) ApplelebKit/537.36 (KHTML,
like Gecko) Chrome/91.0.4472.101 Safari/537.36

7 Content-Type: multipart/form-data;
boundary=----WebKitFormBoundaryBlOf tFASWbYX83Tx

8 Origin: http://sgov.stlindia.com

9 Referer: http://sgov.stlindia.com/stagingl/civil weork_test/my-account

10 Accept-Encoding: gzip, deflate

11 Accept-Language: en-US,en;q=08.9

12 Cockie: ci_session_ipr=rtbppc3i24vtltvbomdgpcgbobbdi3r3

1% Connection: close

14

15 ------ WebKitFormBoundaryBlOf tF46WbVx83Tx

16 Content-Disposition: form-data, name="hid_user_code_cp"
17

18 3592582

19 ------ WebKitFormBoundaryBlOFtFASWbYX83Tx

20 Content-Disposition: form-data, name="hid_user_name"
21

22 ADMIN

23 ------ WebKi tFormBoundaryBlOFtFASWbYX83Tx

O EEIET

Done
-

18
19

20
21

22

23

24

25

27

28
29

30
0 matches ®@‘E”§H Searc

Dashboard ~ Target — FProxy Intruder  Repeater  Sequencer  Decoder  Comparer Logger  Extender  Project options  User options

1x | 2x 3x 4x 5«

m Target: http://sgov.stlindia.com / ®
= u

Request Response m

Pretty JRE \n Actions v {EGY Raw Render \n  Actions v

<ha>
A PHP Error was encounterad
</ha>

<>
Severity: Notice

</p>

<>
Message:

<JD>

<>
Filename:| controllers/Service.php

</p>

Undefined index: csrf_cp_token

=
Line Number: 329

</p>

<>
Backtrace:
</p>

Z
w
-
m
A
9
=]
=

‘ 0 matches

1,383 bytes | 132 millis

urp Suite Professional v2021.5.3 - Temporary Project - licensed to google

Burp Project Intruder Repeater Window Help

3 Content-Length: 619

4 Accept: */*

5 X-Requested-With: XMLHttpRequest

6 User-Agent: Mozilla/5.0 (Windows NT 16.0; Win64; x64) ApplelebKit/537.36 (KHTML,
like Gecko) Chrome/91.0.4472.101 Safari/537.36

7 Content-Type: multipart/form-data;
boundary: Webki tFormBoundarylpEGTEQQ7ALXydTL

8 Origin: http://sgov.stlindia.com

9 Referer: http://sgov.stlindia.com/stagingl/civil_work_test/financial-year

10 Accept-Encoding: gzip, deflate

11 Accept-Language: en-US,en;q=08.9

12 Cockie: ci_sessien_ipr=kdudsufcj@spdoh@vib7lrfhdl8soslr

12 Connection: close

14

15 ------ WebKitFormBoundarylpEGTEoQ7ALXydTL

16 Content-Disposition: form-data; name="op_type"
17

18 edit_Financial_master

f L] WebKi tFormBoundarylpEGTECQ7ALXydTL

26 Content-Disposition: form-data; name="csrf_op_Financial_token”
21

22 7fc32fesdoa32b5712bbd47f fabd18473231821¢

—————— WebKi tFornBoundarylpEGTEOQ7ALXydTL

QBsle] e -

Done

0 matches

19
20

21

aught Exception was encountered

Error

e: Call to undefined method Service::defult()

Dashboard ~ Target — Froxy Intruder  Repeater ~ Sequencer  Decoder  Comparer  logger  Extender  Project options  User options
1= | 2% 3x | 4x

m C Target: http://sgov.stlindia.com /@
=y | =
Request Response m =
Pretty JREIMY \n Actions v G Raw Render \n Actions v =
S M ML SLA SN T oY pHMAIE A s VR I B Y Aupa vy o @
1 POST /stagingl/civil work_test/service/defult HTTP/L1.1 p " - N " = - =
2 Host: sgov.stlindia.com 18 [2)
=
o
£

me: /var/uww/htnl/stagingl/civil_work_test/application/controllers/Service.php

24
25
26

27
28

20

umber: 17

ace:

®@‘t”j‘ www/html/staging1/civil_work_test/application/controllers/Service.php | 1 match

1,009 bytes | 116 millis




6. Session Fixation: Open
Pre and Post Session ID are Same.

Step #1: An attacker navigates to the application login page at the URL:
http://sgov.stlindia.com/stagingl1/civil work test/login and refresh the URL as shown below:

+ oS N

User | Log In x

< X A Notsecure | sgov.stlindia.com o Y B A 2

F: | I

Naalpr B

MONITORING SYSTEM

DISTRICT COLLECTOR SAMBALPUR SIGN IN

Forgot Password?

L Type here to search

The login page is refreshed, and the request is captured in an HTTP interceptor. The attacker copies
the pre-authenticated session-id as shown below.

Pre Session ID

Burp Suite Professional v2021.5.3 - Temporary Project - licensed to google
Burp Project Intruder Repeater Window Help
Dashboard ~ Target  Proxy Intruder  Repeater  Sequencer  Decoder  Comparer  lLogger Extender  Project options  User options

Intercept  HTTP history ~ WebSockets history ~ Options

&7 Request to hitp://sgovsstlindia.com:80 [103.92.47.130]

‘ Forward H Drop “ Action H Open Browser

Pretty IGEWN \n Actions v

TS

1 POST /stagingl/civil work_test/login HTTP/1.1

2 Host: sgov.stlindia.com

3 Content-Length: 477

4 Cache-Control: max-age=@

5 Upgrade-Insecure-Requests: 1

6 Origin: http://sgov.stlindia.com

7 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryKeO8XSUK7¢bO71iu6
8 User-Agent: Mozilla/5.6 (Windows NT 16.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.8.4472.101 Safari/537.36
9 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*,q=0.8,application/signed-exchange;v=b3;q=0.9
10 Referer: http://sgov.stlindia.com/stagingl/civil_work_test/login

11 Accept-Encoding: gzip, deflate

12 Accept-Language: en-US,en;q=0.9

13 Cookie: ci_session_ipr=odbrmunvsjbdgthg9vng8evesipgplom

14 Connection: close

15

16 ------ WebKitFermBoundaryKeO8XSUK7cbO7iu6

17 Content-Disposition: form-data; name="txtUsername"

18

19 ADMIN

20 ------ WebKitFormBoundaryKeO8XSUK7cbO7iu6

21 Content-Disposition: form-data; name="txtPassword"

YO133dSNI

23 e39cc9c560a4f87699a65d2ff4a22f8836616bbc70a31a2c816039863e525Fa840104f9bffeeacdds8d8ee31e47262d572cf9a5345622a66f Fbo@ee8453ac6590
24 ------ WebKitFormBoundaryKeO8XSUK7cbO7iu6
25 Content-Disposition: form-data; name="txt_captcha"

27 TYEXAA
28 ------ WebKitFormBoundaryKeO8XSUK7cbO7iu6- -

®@ ‘E”j‘ odbrmunv5jbdgthg9vn88ev06ipgpdom 1 match

O Type here to search



http://sgov.stlindia.com/staging1/civil_work_test/login

Then the victim navigates to the internal page as shown below:

@ Civil Work Governmant of Odisr X —+ ° - X
<« G A Notsecure | sgovstlindia.com/staging1/civil_work_test/adminDashboard * ® A 2
“ ADMIN

# Home - @ Dashboard

Dashboard

27 145

Department Scheme

@ Dashboard
More info ©

More info ® More info ©

Copyright © 2020-2021 Project Monitoring System, District Collector of Sambalpur All rights reserved

P Type here to search

: Attacker capture the request and observed that same Session iD is travelling in the request as

shown below:

Post Session ID

Burp Suite Professional v2021.5.3 - Temporary Project - licensed to google

Burp Project Intruder Repeater Window Help

Dashboard ~ Target  Proxy Intruder  Repeater  Sequencer  Decoder  Comparer  Logger  Extender  Project options  User options

Intercept  HTTP history ~ WebSockets history ~ Options

/ Request to http://sgov.stlindia.com:80 [103.92.47.130]

‘ Forward ‘ ‘ Drop ‘ ‘ Action | ‘ Open Browser

Pretty BB \n Actions v

1 GET /stagingl/civil_work_test/adninDashboard HTTP/1.1
2 Host: sgov.stlindia.com
3 Cache-Control: max-age=0

4 Upgrade-Insecure-Requests: 1
5 User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.101 Safari/537.36

6 Accept: text/html,application/xhtml+xml,application/xmnl;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=8.9
7 Accept-Encoding: gzip, deflate

3 Accept-Language: en-US,en;g=0.9

9 Cookie: ci_session_ipr=27h7pf6im@3obdmlqi2540uegbtazhdi

10 Connection: close

1

12

€
wowadsnl |

Z ; odbrmunvsjbdgthg9vnssevoeipgpoom 0 matches
(DS €| > odomumsiodgthgomesevosipgpgom
o .

O Type here to search



At the same time, the attacker navigates to the application login page from incognito browser as

shown below.

M NewTab X+
® i @ rcovic
Reading list

ov.stlindia.com,

've gone incognito

Now you can browse privately, and other people who use this device won't see your activity.
However, downloads, bookmarks and reading list items will be saved. L

Chrome won't save the following information: Your activity might still be visible to:
* Your browsing history = Websites you visit

- Cookies and site data - Your employer or school

« Information entered in forms. « Yourintemet service provider

Block third-party cookies
When on, sites can't use cookies that track you across the web. Features on some { ]
sites may break.

O Type here to search

The login page is refreshed, and the request is captured in an HTTP interceptor.
Original Request: The request contains the new session-id and the URL (indexpage.jsp) for the login
page as shown below.

Burp Suite Professional v2021.5.3 - Terporary Project - licensed to google
Burp Project Intruder Repeater Window Help
Dashboard ~ Target  Proxy Intruder  Repeater  Sequencer  Decoder  Comparer  Logger  Extender  Project options  User options

Intercept  HTTP history ~ WebSockets history ~ Options

/ Request to http://sgov.stlindia.com:80 [103.92.47.130]
| Forward Il Drop \\ Action || open Browser V @

Pretty BB \n Actions v

1 GET /stagingl/civil_work_test/logout HTTP/1.1
2 Host: sgov.stlindia.com

3 Upgrade-Tnsecure-Requests: 1

4 User-Agent: Mozilla/5.8 (Windows NT 10.0; Win64; x64) ApplellebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.181 Safari/537.36

5 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9
6 Accept-Encoding: gzip, deflate

7 Accept-Language: en-US,en;q=0.9

8 Cookie: ci_session_ipr=9r&efn3d839ve6ebtoBghgc7hamllpic

9 Connection: close

10

HOL133dSNI

Z ; odbrmunvsjbdgthg9vnssevoeipgpoom 0 matches
(DiSh €| odomunvsibdgthgsvnesewosipgpsom
©) 2

= . I = 8 o e ® i R o B o 4 20C A RN

O Type here to search

Modified request with session ID



Burp Suite Professional v2021.5.3 - Temporary Project - licensed to google

Burp Project Intruder Repeater Window Help

Dashboard ~ Target  Proxy Intruder  Repeater ~ Sequencer  Decoder  Comparer  Logger  Extender
Intercept  HTTP history ~ WebSockets history ~ Options
/ Request to http://sgov.stlindia.com:80 [103.92.47.130]
Forward H Drop “ Action H Open Browser
Pretty BB \n Actions v

1 GET /stagingl/civil_work_test/logout HTTP/1.1
2 Host: sgov.stlindia.com
3 Upgrade-Tnsecure-Requests: 1

4 User-Agent: Mozilla/5.8 (Windows NT 10.0; Win64; x64) ApplelebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.101 Safari/537.36
5 Accept: text/html,application/xhtml+xml,application/xnl;a=0.9,inage/avif,inage/webp,inage/apng,*/*;q=0.8,application/signed-exchange;v=h3;g=0.9

6 Accept-Encoding: gzip, deflate
7 Accept-Language: en-US,en;q=0.9

8 Cookie: ci_session_ipr=odbrmunvsibdgthg9vn88evecipgplom
9 Connection: close

10

1

Project options

User options.

€
wowadsnl |

odbrmunv5jbdgthg9vn88evieipgpdom
odbrmunv5jbdgthg9vn88ev06ipgpdom

®€C}} ‘E”E‘ odbrmunv5jbdgthg9vngsevoeipgplo

O Type here to search

1 match

5 7 M 20




